Insider
Threat

INSIDER THREAT
MITIGATION WORKSHOP

The Insider Threat Mitigation Workshop offered by the
Cybersecurity and Infrastructure Security Agency (CISA)
provides public and private sector stakeholders with
information regarding potential threats posed by insiders.
The workshop also provides insights on consequences
resulting from a successful attack or unintended action,
and suggested cost-effective measures to mitigate risk.

September 12, 2025
Two hours in duration—
12 - 2pm Eastern Time Zone

Virtual, to register: https://
events.gcc.teams.microsoft.com/
event/203ed34c-19b0-4230-a015-
d92125a9e120@69¢613d2-
b051-4234-8ed1-fd530b70d5d3

Nearly one in seven US workers report feeling unsafe at work
according to a survey on workplace violence released by

the Society for Human Resource Management (SHRM); and,
according to OSHA over 2 million American workers report
having been victims of workplace violence resulting in
hundreds of deaths each year.

Updated periodically to ensure currency
of information and best practices.
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This training is based on the principles captured in the CISA Insider Threat Mitigation Guide and consists of two parts.

PART 1: HIGH-LEVEL OVERVIEW OF INSIDER THREAT CONCEPTS
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and their manifestations;

PART 2: BEGIN BUILDING OR IMPROVING ORGANIZATION’S INSIDER THREAT MITIGATION PROGRAM
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Insider Threat incidents in the United States cause billions of dollars in damage to organizations each year and impart
significant negative impact on employees, both directly and indirectly. Typically, the cost of managing an insider incident
and recovery is significantly higher than the cost of establishing and maintaining an insider threat program in the first
place. Organizations that create or enhance an insider threat mitigation program will see a return on investment (ROI),
both tangible and intangible. CISA’s Insider Threat Mitigation workshop provides organizations with the tools to
establish or improve their insider threat mitigation program through comprehensive guidance, interactive questions,
and breakout sessions among participants.

Workshop audiences also receive guidance on the use of the Insider Risk Mitigation Program Evaluation (IRMPE)
Assessment instrument, an interactive tool which allows organizations to better understand their security posture and
tailor their Insider Threat Mitigation Program to address existing vulnerabilities.

For questions regarding the workshop, available insider threat mitigation resources, or general support, contact your
local Protective Security Advisor or Central@cisa.gov.
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